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Al Security — more important than ever

How do we work with Al and use it to our advantage?

®Threat @Governing @ Al as an

Landscape Al via opportunity
disrupts regulations in Security
through Al




Facts, Numbers, and Figures

Attacks are increasing in numbers and frequency with broader attack surface

Global Cyber Security Situation
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38% $4.45 Mio

..increase of global
cyberattacks
have been observed!
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74% 52%
..of companies had potential

data breaches during the
past 12 months?

..is the average total
cost of a data breach?

..of all security breaches
involved some form of
customer PII2

' Check Point Research Report 2023
2 |IBM Security Report 2023
s Forrester Top Cybersecurity Threats 2023
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Changes on the Al Threat Landscape

2023: Al as a broad threat for organizations

2024: Al as specific threats from use cases

ChatGPT Creator OpenAl Sued for
Theft of Private Data in ‘Al Arms Race’

Al can fool voice recognition used to
verify identity by Centrelink and
Australian tax office

Al-Powered 'BlackMamba’ Keylogging
Attack Evades Modern EDR Security

8 CyberArk Survey: Al Tool Use, Employee Churn and Economic
Pressures Fuel the Identity Attack Surface
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Hamas Disinformation
Even as some feard the war would be the frst in history &

happened. The technology’s impact on the conflict is far more subtle.

Generative Al Is Playing a Surprising Role in Israel-

Air Canada's chatbot

DPD error caused 9ave a B.C. man the
chatbot to swear at wrong information, Now
the airlj ,
customer — Irline has to
10012024 R " . pay for
€ Mmistake
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Employee tricked to

transfer millions in Morris II: Zero-click worm
deepfake video that target GenAl-
conference pPowered applications
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Governing Al via
regulations

— Limiting creativity and a technology in
development?

— How do you decide what data do you give
to the model?

— How does Al decide what is a threat in

real life? — Ethical considerations

— “We need to understand to protect” —
still possible?
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Al as an
opportunity in
Security

— Optimize threat detection and
data security response time
through Al

— Cybersecurity and Al are
Inseparable — essential for
maintaining robust and
resilient defenses.

— Removing human error &
establishing better decision
making




Futuristic Al-enabled Cyber Security Defense

Traditional cyber defense needs a mind shift towards an Al-driven and autonomous approach

Journey from traditional Cyber Defense to NextGen Cyber Defense

Traditional Cyber Defense | Enhanced Cyber Defense Predictive Cyber Defense | NextGen Cyber Defense
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Z Automated machine speed
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https://www.linkedin.com/in/martin-sch%C3%B6pper-792514b0/

